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1. Introduction

This document is known for problems and solutions for
TECHROUTES TR S2510PoE-DC Series switch.

2. About This Test Report
This Test Report provides information for

A. To check support of SNMPv3 - RFC 3410-3416.

Present software version- Version 2.2.0C Build 71585;
Present hardware version- V1.0;
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3. Test Report

A. RIIL-IP-QA-DS-SYS-010

1. Test Objective: To check support of SNMPv3 - RFC 3410-3416.

2. Test Set up : Switch, ECR1, ECR2, IXIA ,SNMP server
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3. Switch Configuration :

SNMP V3

snmp-server group NNMI v3 noauth

snmp-server user initial NNMI v3

snmp-server host 1.1.1.2 version v3 auth initial authentication configure snmp
snmp-server hostv6 1::2 version v3 auth initial authentication configure snmp
snmp-server trap-add-hostname

snmp-server keep-alive 60
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4. Procedure:

1. Make the reachability of the switch from the SNMP server

2. Switch should be able to ping the SNMP server IP and then only we can see the
Traps

3. SNMP Traps should flow from switch to SNMP server and vice versa

5. Test Result :
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Wireshark capture

M. Time Protocol
18 9.828124 ICPvE
11 9. 939140 i 1CPYE
13 10.044145

L 14 10 pasvap
15 10.577984
16 11.592479

239.255.255. 250 S50
239.255.255.250 5500

18 12.592862

230,255,255, 258
1.1
1.1

255,258

Frame 13: 94 bytes on wire (752 bits),
Ethernct TI, Sec: HP de:Sh:30 (B0:68
Internet Prutocol Version 6, Src:
Internet Control Message Protocol v
Type: Echo (ping) request (128)
Code:
Checksum: @xdaBl [correct]
[Checksum Status: Good)
Identifier: ewpoel
Sequence: 187
[Response In: 1a]
~ Data (32 bytes)
Data: &
[Length: 32]

i2, Dst: 1::l

<

SredErafTATITITIT4 TEL

Source SrcPort SrcMAC
A Al 20002 Techrout 13:

o, Time
4 2.451931
5

28023
2.465584
455571
S AEEELE
. 989189

28083 Techrout_13:
Techrout_13:
. 9925 Techrout_13:
. QE2FAF
. 2E2FEA
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REL 20822 Techrout_13:
Techrout_13:

Length port Info
34 Echo (ping) request id=8x8881, seq=186, hop limit=128 (repl: 1)
4 Echo (ping) reply id=ex@#®l, seq=106, hop limit=64 (request in 1)

Echo (ping) request ids@ndeol, seqe=107, hop limit=128 (reply in 14)
Echo (ping) reply ide@x@oel, seq=197, hop limit-gs (request in 13}

216 S1097 M-SLARCH * WTTR/1.1
216 51007 M-SEARCH * WTTR/1.1
216 51807 M-SEARCH * HTTP/1.1
74 Echa (ping) request seqea/2304, ttle128 (reply in 20)

seqea/2304, ttle255 (request in 19)

74 Echa (ping) reply

Leg=18/1560

E1=13R {reply in 23)

bytes captured (752 bits) on interface \Device\NPF_{7BATI1CA-C2AR-4FOF-AEQG-5313FA7647FT), 1d B
39), Dst: Techrout_13:1F:47 (Se:ce:FF:13:1F:7)

Destination Dst Part DestMAC Protocal
1f:f7 1::2 162 @@:68:eb:de:Shin SNMP

1 Techrout_! im ICHPwE

1 @@:68 1ebtde

1.1.1. Techrout_] :

1::2 = SHMP

il g g Techrout_ ICHPvE
1f:7 1.1.1.2 162 @@:68:eh:de:Shin SHHP

odlails 2 162 @@:68:eb:de:Shia  SNMP

1.1.1.1 Techrout_

1 o8 @2:68 eb:de:

1 162 @@:68:eb:de:Shia SNMP

1 162 @@:68:eb:de:Shin SNMP

1 Techrout_! ICHPYE

1 Techrout_ ICHPYE

Frame 6: 356 bytes on wire (2848 bits), 356 bytes captured

(2848 bits) on interface @

Ethernet II, Src: Techrout_13:1F:f7 (Scicc:ff:13:11:17), Dst: @R:E8:eb:de:Sh:3? (@@:68:eb:de:Shi3a)

Internet Protocel version 4, Src: 1.1.1.1, Dst: 1.1.1.2
User Datagram Protocel, Src Port: 20003, Dst Port: 162
* Simple Network Management Protecel
msg¥ersion: snmpv3 (3)
msgalobalData
msghuthoritativeEngineID: 8@@@03c7@35cccffl31f{7
msghuthoritativeEngineBoots: 1
msghuthoritativeEngineTime: 1937
msgllserName: ul
msgAuthenticationParameters: abb7ad499337520326a1fefl
msgPrivacyParameters: <MISSING>
v msghata: plaintext (@)
v plaintesxt
contextEnginelD: 8@@@93c7@35cccffl31F{7
contextiame:



